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CARRIER CLASS DWDM OPTICAL NETWORK AUDIT TOOL 
FIELD OF THE INVENTION 

The present invention relates to a method for providing a network audit 
5 of Carrier Class DWDM optical networks. 

BACKGROUND OF THE INVENTION 

Networking, and Internetworking, provide electronic devices the ability to 
communicate with remote devices, along with the other associated benefits of 
such communication. However, networks can consist of large numbers of 

10 devices spread over enormous geographic areas. Consequently, maintaining the 
health of such networks present considerable challenges. A network may consist 
of a variety of types of devices, communicating over a variety of mediums, using 
various protocols. Such networks may include wireless devices, traditional 
voice, ATM, Frame Relay, Cable, DSL, and dial platforms. Optical networks are 

1 5 becoming increasingly popular for performance reasons. 

With the ever increasing demand for bandwidth and the need to deploy 
new network services, networks of more and more enormous capacity are now 
necessary to provide the base infrastructure to support high traffic requirements. 
Optical-fiber based networks, having rapidly become the standard network 
20 media, provide much larger bandwidth than previous technologies and fill these 
needs. There are currently over 3 million miles of optical fiber in place and much 
more planned. 
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Technologies have developed that increase the available usage of even the 
intrinsic Wgh density usage provided by fiber-optics. One of these many 
technologies is Dense Wavelength Division Multiplexing (DWDM). 

The vastly increasing density of usage, and users, makes the management 
5 of large networks ever more complex. The tools to assist net management have 
advanced along with the progress in net tools. A significant part of a net 
management tool kit is the ability to audit the performance of the network 
infrastructure. However, each new development in networking increases the 
demands on net auditing capability. 

10 Three faces of network management drive the basics of network auditing. 

Configuration management needs cover the hardware connections. Performance 
management is necessary to guarantee a quality of service to the network users. 
Fault management provides protection techniques to ensure the network 
continues to function in the presence of failures. Network elements such as 

15 optical amplifiers, add/drop multiplexers, cross-connects and other optical 
network elements, require proactive auditing to meet the levels of service 
expected by providers and end users. 

What is required, then, is a means of providing a pro-active audit in a 
Dense Wavelength Division Multiplexing (DWDM) optical network. 
20 Specifically, the auditing tool that meets this need must efficiently collect data 
from a multitude of devices and device types that are diverse in performance and 
in geography. Furthermore, the tool must present the results of the data 
collection in a manner that allows timely and appropriate responses, consisting 
of corrective actions or effective plarming, by users. 
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SUMMARY OF THE INVENTION 

The present invention relates to a method for providing an audit of a 
network. Specifically, the present invention provides a method of auditing a 
Carrier Class DWDM (Dense Wave Division Multiplexing) optical network. 
5 More specifically, embodiments of the present invention provide an efficient and 
proactive audit of DWDM optical network that includes an enormous array of 
geographically diverse, and performance-diverse, devices. Embodiments of the 
present invention efficiently collect data from a multitude of devices and device 
types and present the results of the data collection in a maimer that allows timely 
10 and appropriate responses, including corrective actions and effective planning, 
by providers and end users. 

An automated audit tool is disclosed for auditing a Carrier-Class DWDM 
optical network, including its infrastructure devices. The automated audit tool 
performs a process that includes the steps of transmitting an initial query code to 

1 5 hardware devices in the DWDM optical network in order to determine the 

network configuration, receiving responses to the first query code that enable the 
determination of configuration, transmitting a second query code to the 
hardware devices that is based on the information in the first response, receiving 
the responses to the second query code and producing a report of the responses 

20 and the analysis. 
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Embodiments of the present invention are disclosed that include a method 
for auditing a carrier class DWDM optical network. The method comprises the 
steps of transmitting a first query to a hardware device, receiving a response to 
the first query, transmitting a second query to the hardware device, basing the 
5 content in the second query code on the response to the first query and 
producing a report of all the responses and the analysis of those responses. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

The operation of this invention can be best visualized by reference to the 
drawings. 

Figure 1 illustrates a block diagram of an exemplary DWDM optical 
5 network, in which embodiments of the present invention operate. 

Figure 2 illustrates a typical Local Area Network (LAN), in accordance 
with an embodiment of the present invention. 

Figure 3 illustrates, in block diagram, a typical computer system, in 
accordance with an embodiment of the present invention. 

10 Figure 4 A is a table of exemplary commands generated by one 

embodiment of the present invention. 

Figure 4B is a continued table of exemplary commands generated by one 
embodiment of the present invention. 

Figure 5 is a table of exemplary command responses received, parsed and 
1 5 analyzed in one embodiment of the present invention. 

Figure 6 is an illustration of an exemplary implementation of a network 
audit report, in tabular format in accordance with one embodiment of the present 
invention. 
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Figure 7 is an illustration of analysis results tables, in accordance with an 
embodiment of the present invention. 

Figure 8A is an illustration of Media analysis results tables, including 
exemplary values, in accordance with an embodiment of the present invention. 

5 Figure 8B is a continuation of an illustration of Media analysis results 

tables, in accordance with an embodiment of the present invention. 

Figure 8C is a further continuation of an illustration of Media analysis 
results tables, in accordance with an embodiment of the present invention. 

Figure 8D is yet a further continuation of an illustration of Media analysis 
10 results tables, in accordance with an embodiment of the present invention. 

Figure 9 is a flowchart illustrating the steps of a process of performing a 
network audit, in accordance with an embodiment of the present invention. 
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SPECIFICATION 

Reference will now be made in detail to the preferred embodiments of the 
invention, an automated DWDM optical network audit tool, examples of which 
are illustrated in the accompanying drawings. While the invention will be 
5 described in conjunction with the preferred embodiments, it will be understood 
that they are not intended to limit the invention to these embodiments. On the 
contrary, the invention is intended to cover alternatives, modifications and 
equivalents, which may be included within the spirit and scope of the invention 
as defined by the appended claims. Furthermore, in the following detailed 

1 0 description of the present invention, numerous specific details are set forth in 

order to provide a thorough imderstanding of the present invention. However, it 
will be obvious to one of ordinary skill in the art that the present invention may 
be practiced without these specific details. In other instances, well-known 
methods, procedures, components, and circuits have not been described in detail 

15 so as not to imnecessarily obscure aspects of the present invention. 

Some portions of the detailed descriptions that follow are presented in 
terms of procedures, logic blocks, processing, and other symbolic representations 
of operations on data bits within a computer. These descriptions and 
representations are the means used by those skilled in the data processing arts to 
20 most effectively convey the substance of their work to others skilled in the art. A 
procedure, logic block, process, etc., is here, and generally, conceived to be a self- 
consistent sequence of steps or instructions leading to a desired result. The steps 
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are those requiring physical manipulations of physical quantities. Usually, 
though not necessarily, these quantities take the form of electrical or magnetic 
signals capable of being stored, transferred, combined, compared, and otherwise 
manipulated in a computer system. It has proven convenient at times, 
5 principally for reasons of common usage, to refer to these signals as bits, bytes, 
values, elements, symbols, characters, terms, numbers, or the like. 

It should be home in mind, however, that all of these and similar terms 
are to be associated with the appropriate physical quantities and are merely 
convenient labels applied to these quantities. Unless specifically stated 
'£1 10 otherwise as apparent from the following discussions, it is appreciated that 

; throughout the present invention, discussions utilizing terms such as "setting,'' 
i'^ ''storing," "scanning," "receiving," "sending," "disregarding," "entering," or the 
like, refer to the action and processes (e.g., process 800 of Figure 8) of a computer 
y ■ system or similar intelligent electronic computing device, that manipulates and 
J;;' 15 transforms data represented as physical (electronic) quantities within the 
" computer system's registers and memories into other data similarly represented 

as physical quantities within the computer system memories or registers or other 
such information storage, transmission or display devices. 

DETAILED DESCRIPTION 

20 The area in which Embodiments of the present invention may be practiced 

is that of optical networks. Specifically, they are envisioned to be practiced in 
Dense Wavelength Division Multiplexing (DWDM) optical networks. 
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DWDM networking differs from conventional optical networking in the 
methods by which signals are multiplexed onto a single fiber strand. Tremendous 
amounts of information can be modulated onto the wavelengths of the laser light 
used to carry data. Using equipment that generates laser light of very precise 

5 wavelengths and very high discretion filters, a large nximber of different 

wavelengths can be carried simultaneously on an optical fiber. DWDM technology 
has evolved to the point that parallel wavelengths can be densely packed and 
integrated into a transmission system, with multiple, simultaneous, extremely high 
frequency signals in the 192 to 200 terahertz (THz) range which corresponds to 

10 wavelengths in the 1550 nm region. Wavelength spacings are usually 100 GHz or 
200 GHz, corresponding to 0.8 nm or 1.6 rim. 

The precision equipment required to accomplish the generation, 
propagation, routing and separation of densely packed light waves is necessarily 
sensitive. These sensitive items of precision equipment, possibly working together 
15 from opposite sides of the planet, require careful and constant monitoring. 

A critical, yet often under-appreciated, part of any telecommxmications 
network is the management system whose reliability is especially vital in the 
complex and high capacity world of DWDM. Indeed, dependable and easily 
accessible network management services are increasingly becoming a 
20 distinguishing characteristic of high-performance, high-capacity, systems. 
Today's leading DWDM systems require integrated network management 
programs that are designed to work in conjunction with other operations support 
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systems (OSSs) and are compliant with the standards the International 
Telecommunication Union (ITU) has established for Telecommunications 
Management Network (TMN). 

Embodiments of the current invention can utilize the working channels of 
5 the DWDM product to create a standards-based data communications network 
that allows service providers and end users to remotely monitor and control 
system performance and use. A network audit tool can commimicate with each 
node in the system and also provide dual homing access and self-healing routing 
information in the event of a network disruption. By meeting applicable 
10 standards and utilizing the appropriate interfaces, the embodiment of the present 
invention discussed here ensures that end users retain high operations, 
administration, maintenance, and provisioning (planning) service. 

The embodiment of the present invention discussed herein is an 
automated network audit system and method that facilitates efficient and 

15 effective network resource management and maintenance. An automated 

network communication device audit tool commimicates with the infrastructure 
of a network; the transmitters, amplifiers, multiplexers, demultiplexers, receivers 
and a host of others. It is noted here that the terms "automated network 
communications device audit system and method^', "automated network audit 

20 system and method" and "audit tool" are used interchangeably in this discussion 
with no distinction. 



CSCO-103808/JPH/MRH 



CONFIDENTIAL 



11 

The audit tool analyzes the condition and performance of the 
infrastructure devices, and reports the results in a convenient format. This 
embodiment of the present invention utilizes a "backend" intelligence to 
discover and analyze problems with devices included in the network and 
5 provides recommendations for potential solutions or corrective courses of action. 
In one implementation of the present invention, a communication network 
device audit report provides information in a plain, descriptive, manner that 
facilitates easy understanding of the capabilities and status of commimication 
devices and problems the network devices are exhibiting. By way of example, a 
10 network communication device audit report, exemplary of one likely to be 
presented by this embodiment of the present invention, is presented in the 
accompanying figures. Such an audit report provides for facilitated management 
and maintenance of the network. 

In this embodiment of the present invention, an automated audit tool 
15 utilizes a xmique methodology to analyze the "health" of a network. The net 
audit methodology determines the characteristics of devices, such as an optical 
transmitter, for example, within a network, compares the results to a set of 
established net rules, and identifies net rule exception points (NREPS). In this 
embodiment, the net rules comprise definitions of predefined thresholds for 
20 acceptable tolerances associated with different characteristics of the network, for 
example different acceptable tolerances for components included in an optical 
transmitter. In one embodiment of the present invention, the net rules provide a 
standard by which the readiness and stability of a node, anywhere devices are 
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located/ is measured. In this embodiment, the points are used to identify present 
as well as potential problems and to rate each impacted node by the most critical 
to the least critical problem. 

Net Rules and Net Rules Exceptions provide an objective method to gauge 
5 the readiness and stability of a node or overall network health by using pre- 
determined thresholds. Two thresholds can be defined. First, a 'warning', 
which may be indicative of possible problematic areas and should be 
investigated. Warnings can appear within audit result data tables, highlighted 
yellow with bolded font, in one embodiment. Warnings are assigned one point. 
10 A second threshold is 'critical', which may be defined as a condition that requires 
immediate action. Critical thresholds can be displayed as bolded red font. 
Critical thresholds are assigned 1000 points. Using these two thresholds, a Net 
Audit Health Percent can be defined in accordance with Equation 1: 

Eq. 1: Net Audit Health % = 100 - ((Total NREPs / Total Possible NREPs) x 100) 

15 Note that there may be other equations which are as applicable to a 

network health assessment. Equation 1 is, though, a means of such assessment in 
the embodiment of the present invention discussed herein. 

In the embodiment of the present invention discussed here, network 
commimication device responses and problems are assigned to a category and 
20 NREPs are assigned according to each category. In one exemplary 

implementation, results obtained from coramunication devices are divided into 
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either an acceptable category, a warning category or a critical category. Each 
category has determined associated parameter thresholds. 

In the example of the DWDM transmitter, of which a very precise IR laser 
is a significant part, the results include wavelength generation information 
5 associated with the device. A wavelength performance within an Acceptable 
predetermined range (e.g., 1549.9 nm to 1550.1 nm for a nominal 1550 nm laser 
diode) could be associated with the acceptable category, a Questionable 
predetermined range (e.g., 1549.7 nm to 1550.3 nm) is associated with a warning 
category and an Unacceptable range (e.g., anything outside of 1549.7 nm to 
1 0 1550.3 rmi). Note that these numbers are strictly for the sake of illustration and 
have no relation to any actual device parameters. Any device designated as part 
of a critical category could have high priority flags associated with questionable 
or unacceptable performance. 

In order to more readily understand the concepts presented in this 
1 5 embodiment of the present invention, reference will now be made to the figures 
and to process steps illustrated in Flowchart 900 in Figure 9. Figure 1 is a block 
diagram representation of an exemplary DWDM optical network. In keeping 
with the particular utility of DWDM in MAN, WAN and Intemet applications, 
optical network 100 is illustrated as inter-linking two groups of non-optical 
20 LANs. Four LANs are shown transmitting data through optical transmitters 
111-117 and four other LANs, including LAN 200, are shown receiving data via 
receivers 122 - 128. It is appreciated that the simplicity shown in Figure 1 is only 
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for the sake of clarity in the explanation of concepts presented in this 
embodiment of the present invention. An actual DWDM optical network, in 
which this embodiment of the present invention could operate, may be 
immensely more complex than the illustration with multiple pathways in 
5 operation and hundreds, if not thousands, of nodes. 

In one embodiment of the present invention, the actual audit process 
could be rim from a server in one of the LANs connected to the linking network 
or from a device co-located with a dedicated device in the network 
infrastructure. Another embodiment of the present invention could be 

y310 implemented from a provider's site located remotely and connected only 

^ : peripherally to the network. 

^ • The infrastructure devices illustrated in Figure 1 include optical 

r- transmitters 111-117, optical multiplexer (Mux) 102, optical amplifiers 130, 
ifll optical add/drop multiplexer (OADM) 140, demultiplexer (DeMux) 103, optical 
015 receivers 122-128 and optical fiber cable 101. OADM 140 is shown adding and 
dropping local traffic. OADMs perform their add/drop functions on applicable 
wavelength signals with no effect on the other signals carried in the cable. 
Proper and reliable performance of OADMs is crucial to the uninterrupted 
throughput of the remaining signals and monitoring OADM performance is one 
20 of the many important fimctions of this embodiment of the present invention. 

Figure 2 is a block diagram of a typical local area network (LAN) 200. In 
one embodiment of the present invention, an automated network device audit 
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could be implemented from and in LAN 200. LAN 200 includes server 204 and 
workstations 211- 215 as well as, in this case, printer 220. A typical LAN may- 
include many other devices, but the concepts presented here can be explained 
without a more elaborate illustration. 

5 One embodiment of the present invention may include a dedicated audit 

device mounted in server 204, which is also a likely location for optical 
transmitters and receivers. These devices may also be located in a dedicated 
communications rack or other location without altering their need for audit as 
implemented by this embodiment. Server 204 is shown in Figure 2 as the 
1 0 connection point to DWDM optical network 100, which is in keeping with 
locating the optical network devices in server 204. 

Figure 3 illustrates a block diagram of a computer system in use as a LAN 
server similar to server 204, A typical server may contain many devices for the 
operation of its LAN as well as devices for communication to outside links and 
15 networks, such as DWDM optical network 100. Computer system 300 includes 
bus 350, central processor 301, a random access memory 302, a read only 
memory 303, data storage device 304, display device 305, alphanumeric input 
device 306, cursor control device 307 and LAN connection 308. Bus 350 is 
coupled to each device. 

20 Also included in computer system 300 are devices specific to the optical 

network. In addition to optical transmitter 118 and optical receiver 128 are 
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transmit power amplifier 309 ar\d any other applicable, optical network device, 
shown at 312. 

The embodiment of the present invention discussed here can be 
implemented by the components of computer system 300. Central processor 301 
5 processes information and instructions including instructions associated with the 
automated network audit implemented by this embodiment of the present 
invention. Random access memory 302 stores information and instructions for 
central processor 301. Read only memory 303 stores static information and 
instructions for processor 301. Data storage device 304, which may be a magnetic 

10 or optical disk and disk drive, stores information and instructions. Display 

device 305 displays information to a computer user. Alphanumeric input device 
306 includes alphanumeric and function keys for communicating information 
and command selections to central processor 301. Cursor control device 307 
communicates user input information and command selections to central 

15 processor 301. Bus 350 is a path for commimicating iriformation. When this 

embodiment of the present invention is implemented, the results of the network 
audit can be printed out at network printer 220, displayed on display device 305, 
or presented by some other means. 

Figures 4A and 4B illustrate, in tabular form, exemplary commands 
20 executed (as in step 910 of the flowchart in Figure 9) by this embodiment of the 
present invention. The tables include an explanation of the fuunctions of the 
commands and their effects within the audited network. It is noted in the tables 
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that each command is associated with a polling frequency, which, in this 
embodiment of the present invention, is a settable variable that configures each 
executed query to the needs of the client network and the client network owner. 

In many of the figures presented, reference is made to some of the many 
devices employed in various parts of DWDM optical networks. Some of the 
devices employ the terms "Red Band'', "Blue Band" and "Infrared Band". These 
terms refer, not to actual light colors, but to portions of the light spectrum most 
coirraionly used in DWDM applications: "Blue Band" refers to the spectrum 
portion with the shortest wavelengths, "Infrared Band" refers to the portion with 
the longest wavelengths and "Red Band" refers to a portion in between. Each of 
these designations is actually used in reference to a portion of the infrared 
spectrimi, in the viciiuty of 1550 nm wavelength, that is quite prevalent in 
DWDM network applications. 

The embodiment of the present invention discussed herein performs 
audits of devices in a DWDM optical network. The following discussion focuses 
on the family of devices some of the more common devices used in such a 
network. There is a number of devices, employed in the implementation of 
DWDM networks, that are specific to that optical environment. While the 
generic functions performed may be found in other types of networks, the 
devices are generally specific to DWDM. 
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An Add Drop Amplifier (ADA) provides a meaas of extracting or 
inserting an additional channel in a fiber cable. It provides amplification for the 
inserted channel and is located at any point suitable for an add/drop site. 

An Optical Add Drop Multiplexer (OADM) can insert multiple signals in 
5 a fiber cable as well as extract specific signals. Like the ADA, it provides 

amplification for the inserted channels and is also located at any point suitable 
for an add/drop site. 

A Wavelength Converter Module (WCM) is used to convert optical 
fj signals into the specific wavelength required by a multiplexer. Signals can then 
id 0 occupy an empty channel in a fiber cable. 

P^l Multiplexers combine multiple signals onto a single optical fiber in the 

form of different wavelength channels. Demultiplexers, inversely, separate 
m different wavelengths that are multiplexed on a single channel. Two specific 
U demultiplexer types referred to in this embodiment of the present invention are 
h^15 the 24WD_R and the 8WD„B which are twenty-four channel in the "red" band 
and eight channel in the "blue" band, respectively, demultiplexers. 

In one embodiment of the present invention audit reports are orgaruzed 
by type of network device. Figure 6 illustrates, in block diagram, the sections of 
20 audit report 600, which is resultant from the operation of one embodiment of the 
present invention. Audit report 600 includes an overview section, net audit 
collection summary section 610, net audit NREP summary section 620, and audit 
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exception detail section 640 as well as written analyses of each of these resultant 
information tables. Included in the analyses is an executive summary section 
that provides an overview of the "health" of a network and the results of the 
audit. The tables illustrated in Figure 6 provide detailed information in a 
5 convenient, user friendly, format. 

A Net audit task list is included in the summary to provide a hierarchical 
presentation of network device problems and potential problems in order of 
adverse impact on the reliability of the network. An appendix section is also 
included to provide additional helpful information for interpreting the audit 
10 report. 

This embodiment of the present invention, an automated DWDM network 
audit tool (system and method) automates the arduous process of determining 
configuration of a network, formulating query commands based on that 
configuration, gathering, parsing, analyzing, and organizing the information 
15 responsive to the queries and recommending action when necessary in response 
to the analysis of the responsive information. A present invention automated 
DWDM network audit tool automatically creates the net audit detail section 
reports. 

In one embodiment of the present invention, building an audit report 
20 table begins with gathering network configuration information. The present 
embodiment gathers the network configuration information by formulating 
commands compliant with precise syntax requirements. Figures 4A and 4B 
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illustrate some of the exemplary commands and Figure 5 illustrates some of the 
responsive retrieved network element information. This embodiment of the 
present invention includes guidelines for interpreting the retrieved information. 

The present invention automated system is capable of automatically 
5 formulating a large number of commands in correct syntax for a variety of 
network elements. Figures 4A and 4B are a tabular compilation of some of the 
commands utilized to obtain information from devices in a DWDM network. 

Reference is now made particularly to the steps in process 900 of Figure 9. 
f ;i In process 900, the functionality and performance of communication devices 
C^ilO included in a network are analyzed. In one embodiment of the present 
m invention, an automated intelligent expert network audit analysis process is 
utilized to analyze the performance of communication devices included in a 
n network. 

h'^ In step 910, network device configuration information is gathered. In one 

115 embodiment of the present invention, automated DWDM network audit tool 900 
gathers configuration information by forwarding a command that queries the 
configuration of a network device (e.g., a DWDM device). In one exemplary 
implementation of the present invention, the syntax for the configuration command 
query is the first command shown in Figure 4A. In one exemplary implementation 
20 of the present invention, automated DWDM network audit tool 900 queries also 

queries the type of board in a slot, such as a pre-1 board, a demultiplexer board (e.g., 
8WD3 or 24WD_R), booster amplifier board, transmitter amplifier board, channel 
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board, monitoring board, add/drop amplifier (ADA) board. Optical add-drop 

amplifier board (OADM), ( ) (SCF) board, ( ) (IOC) board, and a ( — 

) (LSDM) board. 

5 In step 920 status information is gathered. In one embodiment of the 

present invention, automated DWDM network audit tool 900 gathers status 
information by forwarding a command that queries the configuration of a 
network device (e.g., a DWDM device). Exemplary commands to query status 
are shown in Figures 4A and 4B (e.g., the last command shown in Figure 4B). In 
10 one embodiment of the present invention, status information associated with 
faults and performance is gathered. In one exemplary implementation of the 
present invention, automated DWDM network audit tool 900 issues a retrieve 
threshold coirunand (e.g., RTRV-TH::8WD„B-01-01-07::002) that queries 
temperature values. 

15 In step 930 the retumed information for each node is analyzed for 

warning and critical conditions. In one embodiment of the present invention is 
parsed and information associated with analysis of the device configuration and 
performance is presented in convenient and user-friendly formats. In one 
embodiment, automated network audit tool 900 automatically performs a 

20 parsing process that identifies portions of information retrieved in step 920 and 
correlates it to a function. In one embodiment, a present invention analysis 
process utilizes an intelligent backend to analyze the parsed information. In one 
exemplary implementation of the present invention, the parsed information is 
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compared to values included in an expert network audit database. The values in 
the expert network audit database include thresholds parameters that indicate 
acceptable performance and fimctionality. 

This embodiment of the present invention receives the information in 
5 response to the command (e.g., the retrieve (RTRV:) command) and assigns 
index identifiers to categories of returned information (e.g., see Figure 5). This 
embodiment of the present invention utilizes the automated network 
communication device audit tool intelligent expert system backend to determine 
appropriate boxmdaries for index boarders in each line of retrieved information. 

10 The present invention correlates the index identifications to the titles of field 
columns in a net audit detail section. Figure 5 shows a representation of index 
correlation information stored and utilized by one exemplary implementation of 
a present invention automated network coiximunication device audit smart 
expert system. The index correlation information is utilized to make correlations 

15 between information received from a network element and presentation of the 
information in a network audit detail table. 

After the information is parsed the automated DWDM network audit tool 
900 analyzes the information for warning and critical conditions. In an 
exemplary audit of a DWDM with a precise IR laser, the returned information 
20 includes wavelength generation information associated with the device. The 
automated DWDM network audit tool 900 intelligent backend system compares 
the returned information to a set of predetermined ranges and assigns an 
acceptable, warning of critical identification to the retumed values. For example, 
an acceptable value could be a wavelength of 1549.9nm to 1550.1nm, a warning 
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value in the range of 1549.7nm to 1549 .9nm or ISSO.lnm to 1550.3 nm, and a 
critical range of wavelengths outside 1549.7nin to 15503nm. 

In step 940 a decision is made if additional queries are required. If 
additional configuration information is required the process returns to step 910, 
5 If additional status information is required the process returns to step 920. For 
example, if after analyzing the returned information in step 930 additional 
temperature information associated with particular working points is required to 
fill in a particular desired report (e.g., a report specified by a network manager), 
a decision is made to return the process to step 920 where an additional query 
1 0 command is issued (e.g., a RTRV-WRKP::8WD_b-01-01-01-07::002 command is 
issued that retrieves working point temperature information for an 8WD board). 
Automated DWDM network audit tool 900 proceeds to step 950 if no additional 
information is required. 

In step 950 the retumed information is organized into tables. In one 
15 exemplary implementation of the present invention, information is organized in 
a summary table (see Figure 6) and component tables (see Figure 7). The present 
invention utilizes correlations between the cells of the tables and the parsing 
boimdaries (see Figure 5) to determine the appropriate location in a table for 
specific retumed information. 

20 In step 960 the applicable tables are displayed. In one embodiment of the 

present invention the applicable tables are displayed on a computer monitor 
(e.g., display device 305) and in a printed report. Exemplary Tables of 
information associated with some of the many applicable devices is shown in 
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Figures SA, 8B, 8C and 8D. Included in the example response tables are DWDM 
demultiplexers, both an 8WD-B and a 24WD-R in this example, a PRE_L board, 
RBA, BBA, TPA-R and TPA-B amplifiers, charmel boards, and optical and non- 
optical add/drop amplifiers. This embodiment of the present invention parses 
5 the information and presents it in convenient tabular form. This embodiment 
applies a set of network rules to the retrieved information and provides 
indications of problems with the network elements. Displaying the information 
tables is illustrated in step 960, shown in flowchart 900 in Figure 9, In one 
embodiment of the present invention the applicable tables are displayed on a 
10 computer monitor (e.g., display device 305) and in a printed report. 

Warning indications could appear within data tables in a contrasting 
fashion. By way of example, a result could be presented in a special font (e.g., 
bold font) and in a contrasting color (e.g., yellow). The warnings are indicative 
of possible or potential problematic areas that should be considered for further 

15 investigation or corrective action. In one embodiment of the present invention, 
the waming categories have a net rule exception point value of 1 which is 
assigned a device parameter (e.g., an optical transmitter laser power value) that 
is within the waming threshold ranges for the device parameter. Critical 
threshold exceptions are displayed in a highlighted fashion. For example, 

20 emboldened red text. Critical thresholds could be used to indicate a condition 
that requires prompt attention and corrective action. 

Embodiments of the present invention collect data regarding network 
performance, defects, errors, configuration, etc., and automatically analyze the 
data. Then, the data is organized in a user-friendly fashion and displayed as a 
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number of tables. By organizing the network information, an end-user is able to 
obtain an imderstanding of the general health of the DWDM optical network. 
This information may be used to make recommendations for the network on 
issues such as software version updates, hardware platform upgrades and 
configuration/topology changes. Embodiments are able to identify 
configuration mismatches in the network and make recommendations of 
standard processes that can be implemented to manage the resource. 
Additionally, the audit may identify areas in which overall network availability 
can be maximized. Embodiments display information related to four categories: 
Configuration, Faults, Capacity, and Performance. 

The preferred embodiment of the present invention, a tool for performing 
a DWDM network audit, is thus described. The foregoing descriptions of 
specific embodiments of the present invention have been presented for purposes 
of illustration and description. They are not intended to be exhaustive or to limit 
the invention to the precise forms disclosed, and obviously many modifications 
and variations are possible in light of the above teaching. The embodiments 
were chosen and described in order to best explain the principles of the invention 
and its practical application, to thereby enable others skilled in the art to best 
utilize the invention and various embodiments with various modifications as are 
suited to the particular use contemplated. It is intended that the scope of the 
invention be defined by the Claims appended hereto and their equivalents. 
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